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AWS DevSecOps (AWS Security Engineer) – NIST, ISO27001, SecurityHub, IaC,

Python, EC2, Incident Response

Apply Now

Company: Smart Sourcer

Location: Solihull

Category: other-general

Outstanding opportunity to this fast paced, rapidly growing, PropTech scale up on a

permanent basis as an AWS DevSecOps (AWS Security Engineer). This software

business provides the world’s leading technology platform for property management and

estate agency globally and offers the opportunity to shape the direction of a newly formed

DevSecOps function regarding security policies, tooling and best practice. We’re looking for an

experienced engineer, competent in responding and resolving cloud security incidents with

deep AWS security expertise and an understanding of engineering cloud platforms on an

infrastructure as code basis (IaC). You’ll require the following skills and experience:3+ years’

experience as a DevSecOps Engineer or Security Engineer with AWSIn depth knowledge of

AWS security tools inc. SecurityHub, Inspector, Detective, CloudTrail, GuardDuty and

CloudWatchProficiency in AWS services and features, including IAM, VPC, EC2, S3, RDS,

Lambda, and CloudFormationStrong understanding of security best practices, principles, and

frameworks, such as ISO 27001 controls and NIST GuidelinesExperience in implementing

security automation using scripting languages e.g. Python and infrastructure-as-code (IaC)

toolsAbility to perform security threat modelling and risk assessments to identify and

prioritize security risksExperience with security incident response and handling, including

log analysis and forensicsOutstanding business stakeholder engagement and management

experience, inc. presenting of solutions to the exec teamCertifications such as AWS Certified

Security Specialist are a plus£70k-£75k + bonus + benefits. 90% remote, occasional

travel the Midland
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