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Category: computer-and-mathematical

Cloud Security Engineer

We are looking to expand our team of Platform Engineers with an experienced Cloud Security

Engineer.

In this role, you will play an important part in improving our platform by applying security

best-practices at every stage of the development process. Your expertise in platform

engineering and security will be crucial in enabling our growth securely.

Join us in shaping a secure, robust, and efficient platform that supports our rapid growth. If

you're passionate about security and DevOps, and you thrive in a collaborative and

dynamic environment, we invite you to apply.

You will be responsible for:

Collaborate with the Platform Team to develop and build robust and reliable technical

infrastructure and tooling.

Integrate security best-practices into the development and maintenance of our platform.

Leverage Infrastructure-as-Code (IaC) and Configuration Management tools to automate security

configurations.

Championing DevSecOps culture and practices throughout our engineering teams.

Advocate for security, ensuring that security considerations are integrated in all stages of

the software development process.

Accelerate our transition to Continuous Delivery while maintaining a strong focus on
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security.

Implement security measures into CI/CD pipelines to detect and correct vulnerabilities early

in the process.

Enhance the security posture of the infrastructure, systems, and applications through

effective observability using technologies such as Prometheus, ELK, and CloudWatch.

Strive to automate security processes and procedures to ensure the efficacy and

consistency in security measures.

About you:

Bring a strong history in security practices, demonstrating a proactive and preventive approach

to system and application security.

Build on your previous experience of Infrastructure-as-Code (IaC), Configuration Management,

and cloud services to improve the security of our platform.

Demonstrate competence with security tools and frameworks, integrating them seamlessly

into the development lifecycle.

Collaborating effectively with engineering teams is essential to instil a security-first mindset

and provide guidance on secure coding practices.

Apply your programming/scripting skills (Java, Bash, Python, Go, or similar) to implement and

automate security measures.

Demonstrate experience with Docker, Kubernetes, or other container orchestration

technologies, ensuring the security of containerised applications.

Demonstrate skill in developing and securing complicated CI/CD pipelines, with a focus on

secure deployment methods.

Have a good understanding of Linux, leveraging it securely within our platform.

Work with YAML and Markdown with ease, contributing to thorough and clear documentation

of security practices and configurations.

If this excites you, we might just have the role for you.



We’ll treat you with:

28-days holiday, plus bank holidays

Monthly £40 Treatwell vouchers so you can treat yourself too

Benefits platform offering cycle to work scheme, high street discounts and other

perks 

Growth funds for you to develop and grow with your team

Cycle to work scheme

A beneficial pension scheme and enhanced parental pay & leave policy

100% remote role with opportunity to work in our London Office

Mental health support through our partnership with Plumm

Apply Now
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