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Company: Investigo

Location: London

Category: computer-and-mathematical

Job description

Investigo's major financial client is currently seeking an experienced Infrastructure

Engineer to join an existing team. You will responsible for the infrastructure design,

implementation and support of the production, test & development environments. You will

develop expertise in services managed by the Infrastructure & Security team, and already

possess expertise in infrastructure & security technologies used in the financial services

industry. You will take an active role representing the department in projects related to your

area of expertise. You may also participate in the watch duty and/or weekend work and

more generally, production support (incident, problem, change management) for the

Infrastructure & Security team. This is a fully remote role with occasional travel in to their

London offices.

Key Responsibilities

Manage the IT infrastructure to ensure the production stability, availability and

security

Troubleshoot incidents and problems

Provide technical advices and guidelines to development teams and project leaders to

make an efficient use of systems infrastructure while respecting the best practices and

company policies and processes
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Participate in the review of applicative designs and the deployment in production

Maintain the versioning / patching of software's

Ensure the high availability & recoverability of systems & Data

Assist in the adaptation of best practices and processes in line with regulatory

requirements

Project work, analysing and delivering backlog items / Kanban deliverables

Technical Skillsets

Experience in Infrastructure Engineering across networking and security infrastructure,

Exposure to DevOps Infrastructure Support / Site Reliability Engineering, and with deep

but broad knowledge of IT infrastructure including exposure to Azure Cloud technologies.

Layer 2/3 switch configuration & support (Cisco IOS)

Firewall configuration (Cisco ASA, SonicWall, Imperva WAF)

Load balancing (HAProxy, F5, A10)

IDS/IPS (preferable experience with Cisco Firepower)

TCP/IP, DNS, VPN

SAN storage administration (iSCSI, NFS)

Backup solutions - VMware ESXi (vSphere, vCenter)

Microsoft Server Operating Systems (2012, 2016, 2019)

Windows 10 - Active Directory

SQL Server Administration (2014, 2016)

Linux administration

Red Hat Enterprise Linux (6,7,8)
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