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Company: Strativ Group

Location: England

Category: other-general

ROLE: Penetration TesterTYPE: Full-time/ permanentLOCATION: England (ideally around

W.Midlands)Join our Security team as we expand our Cyber testing division, focusing on

fortifying critical infrastructure.As a Penetration Tester, you'll lead efforts to detect and exploit

vulnerabilities in enterprise systems, ensuring robust security

measures.Responsibilities:Conduct comprehensive penetration testing and vulnerability

research on proprietary software and hardware.Evaluate and mitigate vulnerabilities within

systems and applications, using manual and automated testing.Stay updated on

cybersecurity threats and trends.Produce clear penetration testing reports with actionable

recommendations.Collaborate with IT and development teams to implement security

measures.Ensure compliance with industry regulations and organisational security

policies.Analyse network configurations to address potential

vulnerabilities.Requirements:Over 4 years of penetration testing experience.Proficiency in

operating systems and networks like Linux, Windows, and Active Directory.Strong

programming skills in Python, JavaScript, or C++.Extensive experience in mobile app, web

app, and infrastructure penetration testing.Familiarity with cloud assessment, phishing

attacks, and breach simulations.In-depth knowledge of web application security and security

tools.Excellent communication and report-writing skills.Relevant certifications like CPTS,

CompTIA PenTest+, CREST, or OSCP.SC clearance or ability to obtain it.Attention to

detail and commitment to quality work.Strong presentation skills.Willingness to collaborate

and share knowledge.Understanding of security standards like CIS controls and NIST

CSF.Experience in IT and OT/ICS/CNI cybersecurity environments.If you're ready to play a
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crucial role in securing critical infrastructure, join our dynamic team dedicated to excellence.

Apply now!

Apply Now
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